[image: image1.jpg],@"‘"g BUSINESS

NEW ZEALAND






[Your Company Name Here] – Internet Policy

INTERNET POLICY

MOTIVATION

Access to the Internet for conducting business exposes [Your Company Name] to certain risks, which can range from the downloading of viruses, malware or pornography to the inappropriate use of company resources, and potential loss of reputation through certain types of misuse.

To help [Your Company Name’s] mange these risks, all employees and partners are responsible for following the steps outlined in this Internet Policy when using [Your Company Name’s] computing and network resources.

PURPOSE

The purpose of this policy is to create a [Your Company Name] standard for:

· The correct use of the Internet.

· The correct use of email.

· Use of codes and passwords

· Avoiding the introduction of computer viruses.

SCOPE

Everyone who has access to the Internet via [Your Company Name’s] computing and network resources is expected to follow the guidelines outlined in this policy, and to use the Internet in an effective, ethical, and lawful manner This includes permanent employees, contract workers, temporary workers, and business partners.

POLICY

1. GUIDELINES FOR THE CORRECT USE OF THE INTERNET

Internet access provided by [Your Company Name] is provided for business purposes and use of the Internet and networks, such as navigation using an Internet browser, should be limited to business use.

Acceptable use includes:

· Using web browsers for research, to gather business information or to source references and technical information.

· Accessing company databases or other information, as required, to do your work.

· Downloading work-related documents including Word documents, Excel spreadsheets, .pdf files, and PowerPoint slideshows (note, this does not include programs and executable scripts).

Unacceptable use includes:

· Any fraudulent or illegal activity, including activities that support fraud or illegal acts.

· Acquiring, storing or disseminating information that is illegal, pornographic, racist or sexist.

· Running your own business, taking part in political activity or gathering intelligence information using [Your Company Name’s] facilities.

· Use of [Your Company Name’s] networks to access company information not needed for your work, including information about customers and staff.

· Misusing, changing, disclosing or transmitting (without official authorisation) any company information.

· Downloading executable software from the Internet is not permitted unless authorised by the IT Manager – this includes executable scripts such as JavaScript and php and executable applications such as exe and msi.

· While limited personal use of the Internet is allowed, excessive use for games, online shopping and social media sites should be avoided. If personal access privileges are abused, they might be removed or the abuse might result in disciplinary action being taken.

Your Internet use can be tracked and may be monitored from time to time to ensure it is not being abused.

2. GUIDELINES FOR THE CORRECT USE OF EMAIL

The email address provided by [Your Company Name] is provided for business purposes and use of this should be limited to business use.

Acceptable use includes:

· Using email to maintain business contacts.

· Using email to send or obtain information on behalf of [Your Company Name].

Unacceptable use includes:

· Sending or forwarding of chain emails or unsolicited commercial emails (spam).

· Sending a non-work related email from a [Your Company Name] email address.

You are responsible for ensuring:

· All emails are sent with an appropriate [Your Company Name] email signature.

· Reasonable care is taken when transmitting non-public information to ensure the information is sent to the correct person, who is authorised to receive the information for legitimate use.

All messages created, sent, or retrieved over the Internet are the property of [Your Company Name] and may be regarded as public information. All communications, including text and images, can be disclosed to law enforcement or other third parties without prior consent of the sender or the receiver if there is a business need to do so.

3. GUIDELINES FOR USE OF ACCESS CODES AND PASSWORDS

The confidentiality and integrity of data stored on company computer systems must be protected by access controls to ensure that only authorised employees and contractors have access. Access will be restricted to information appropriate to each employee’s job duties only.

Users of [Your Company Name] computing and networking resources are:

· Responsible for all computer transactions made with their User ID and password.

· Required to use passwords that comply with the guidelines set out in [Your Company Name’s] PASSWORD POLICY.

· Required to change passwords at least every 90 days.

· Required to change passwords immediately if you suspect others might know them.

· Required to logout when away from workstations.

· Required to report any unauthorised use of their computer to the manager straight away.

4. GUIDELINES FOR KEEPING COMPUTERS AND NETWORKS VIRUS-FREE

Computer viruses are programs designed to make unauthorised changes to programs and data, and are much easier to prevent than to cure. Viruses can spread quickly via email, or through network connections. Our defences against computer viruses include protection against unauthorised access to computer systems, using only trusted sources for data and programs, and maintaining virus-scanning software.

Users of [Your Company Name] computing and networking resources should not:

· Knowingly introduce a computer virus onto any company computer.

· Load disks, CDs, DVDs, USB drives of unknown origin. Even those of known origin should be checked regularly to ensure they are virus-free.

Users of [Your Company Name] computing and networking resources should:

· Employees and contractors must notify the IT Manager if their antivirus subscription is due to expire or if they suspect it may not be running correctly.

· Restart their machines to allow anti-virus updates to take effect as soon as is reasonably possible – at least on the same day as they are notified of the need to restart their machine.

If you suspect a virus has infected your computer, you should:

· Immediately remove your machine from the network by unplugging the Ethernet cable and / or turning wireless networking off.

· Notify the IT Manager as soon as possible. If the IT Manager is not immediately available, switch off your machine.

SUMMARY

This aim of this INTERNET POLICY is to secure [Your Company Name’s] IT resources, and to enable [Your Company Name] to achieve its business objectives. Full co-operation with this INTERNET POLICY is an expected job requirement.

DISCLAIMER

This INTERNET POLICY TEMPLATE is not a substitute for legal advice. If you have any legal questions related to this policy, please discuss these with your lawyer.

ACKNOWLEDGEMENT OF INTERNET POLICY

This forms an official acknowledgement by [Your Company Name] employees that they have read and understood [Your Company Name’s] Internet Policy and agree to follow the guidelines outlined herein.

PROCEDURE

Complete the following steps:

· Read the INTERNET POLICY.

· Ask questions or request clarification if anything is unclear.

· Sign and date this page in the appropriate spaces below.

· Return this page only to [Insert Company Position Here – e.g., the General Manager].

SIGNATURE

In signing below, I agree to the following:

· I have received and read a copy of [Your Company Name’s] INTERNET POLICY and understand the contents.

· I understand that adhering to the guidelines outlined in [Your Company Name’s] INTERNET POLICY is part of my job requirement as an employee of [Your Company Name], and agree to do so.

· I understand that failure to observe these guidelines could result in disciplinary action by [Your Company Name] depending upon the type and severity of the violation, whether it causes any liability or loss to the company, and/or the presence of any repeated violation(s).
SIGNATURE:______________________________________

NAME:___________________________________________

DATE:___________________________________________

Copyright: The Small Business Company Limited. All rights reserved.

[image: image1.jpg]