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[Your Company Name Here] – PASSWORD POLICY
PASSWORD POLICY
MOTIVATION

Passwords play a role equivalent to locking the door when you go out. They are an important part of business and information technology (IT) security and stop unauthorised people from gaining access to confidential information.

A weak password or poor password habits weakens [Your Company Name’s] security and provides an opening that can be exploited – and could result in [Your Company Name’s] entire information network being compromised.

To help [Your Company Name] maintain acceptable security protection, all employees are responsible for following the steps outlined in this Password Policy, to select and secure their passwords.

PURPOSE

The purpose of this policy is to create a [Your Company Name] standard for:

· The creation of strong passwords.

· The protection of those passwords.

· The frequency of password change.

SCOPE

Everyone who has access to any password-protected accounts, or access to password-protected information, is expected to follow the guidelines outlined in this policy. This includes people who have access to [Your Company Name’s] network or access to any non-public company information.

POLICY

1. GUIDELINES FOR CHOOSING STRONG PASSWORDS

Passwords are used for various purposes at [Your Company Name], such as user-level access to machines, administrator-level access to machines, and for web accounts, email accounts, local router logins and screen saver protection.

To protect the integrity of the IT systems at [Your Company Name], everyone needs to know how to select strong passwords.

Passwords for [Your Company Name] should:

· Be eight characters or more.

· Contain a combination of both upper case (A – Z) and lower case (a – z) letters.

· Also contain at least one number (0 – 9) and one symbol (such as #, $, @, or *).

Passwords for [Your Company Name] should NOT:

· Be comprised of a stand-alone word, in any language, including slang or jargon.

· Be based on personal information such as names of family, pets, address or similar.

· Be easy to guess, such as your favourite sports team, band, computer game, or similar.

· Be computer terms and names, or commands.

· Be obvious place names, company names, or acronyms or abbreviations of these.

· Be obvious patterns such as qwerty, abcdef, ggghhh, 123321, or similar.

· Be comprised of a word spelled backwards, such as drowssap.

· Be any of the above preceded or followed by a digit, such as password1 or 1password.

It is recommended that you select a pass phrase that is easy for you to remember, but hard for someone else to guess – such as, Istubb3dmyt0e! or P@ssw0rdsAreEasy2Rememb@ – BUT don’t use these examples as your password!

2. GUIDELINES FOR PROTECTING YOUR PASSWORDS

For passwords to provide the required level of security, you need to protect your passwords. Your passwords for [Your Company Name] should be treated as confidential information. As a guideline you should NEVER:

· Write down your password, nor ever keep a written record handy at the office.

· Store your password or on any computer system without encryption, including your phone.

· Share your password with anyone, including [Your Company Name] employees. This includes anyone you talk to for computer support, supervisors and personal assistants.

· Reveal your password over the phone or in an email to anyone.

· Talk about your password in front of others or hint at what it might be.

· Tell your family your password, or give it to co-workers if you’re off sick or on holiday.

· Reveal a password on questionnaires or security forms.

· Type in your password when someone can see they key strokes used.

If someone demands your password, refer them to the [Insert Company Position Here – e.g., General Manager].

In addition, for the protection of [Your Company Name], employees should NOT:

· Use the same password for work and personal accounts. The more the same password is entered, the higher the chances it can be cracked or compromised.

· Re-use an old password and within 24 months.

· Use the same password across all company applications.

If you think the security of your password has been compromised, contact [Insert Company Position Here – e.g., IT Manager].

[Your Company Name] will from time to time perform, or engage an outsourced supplier to perform, random password testing in an attempt to crack or guess user passwords. If your password can be cracked or guessed, you will be required to change it.

3. GUIDELINES FOR CHANGING YOUR PASSWORDS

Passwords should be changed often to reduce the chances of them being compromised. Systems-level passwords, such as administrator accounts, and user-level passwords should be changed every three months. Our systems are set up in such a way that your password will expire after three months. You will be reminded before the expiry date to change your password.

SUMMARY

This aim of this PASSWORD POLICY is to secure [Your Company Name’s] IT resources, and to enable [Your Company Name] to achieve its business objectives. Full co-operation with this PASSWORD POLICY is an expected job requirement.

DISCLAIMER

This PASSWORD POLICY TEMPLATE is not a substitute for legal advice. If you have any legal questions related to this policy, please discuss these with your lawyer.

ACKNOWLEDGEMENT OF PASSWORD POLICY

This forms an official acknowledgement by [Your Company Name] employees that they have read and understood [Your Company Name’s] Password Policy and agree to follow the guidelines outlined herein.

PROCEDURE

Complete the following steps:

· Read the PASSWORD POLICY.

· Ask questions or request clarification if anything is unclear.

· Sign and date this page in the appropriate spaces below.

· Return this page only to [Insert Company Position Here – e.g., the General Manager].

SIGNATURE

In signing below, I agree to the following:

· I have received and read a copy of [Your Company Name’s] PASSWORD POLICY and understand the contents.

· I understand and agree that any computers, software, and storage media provided to me by [Your Company Name] contain proprietary and confidential information about the company, and its customers or vendors, and that this is and remains the property of [Your Company Name] at all times.

· I agree that I shall not copy, duplicate (except for back-up purposes as part of my job at [Your Company Name]), or otherwise disclose, or allow anyone else to copy or duplicate any of this information.

· I agree that if I leave [Your Company Name] for any reason, I shall immediately return the original and copies of any and all software, computer equipment and materials that I may have received from the company.

SIGNATURE: ______________________________________

NAME: ___________________________________________

DATE: ___________________________________________

Copyright: The Small Business Company Limited. All rights reserved.
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