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Two-factor authentication: Secure your email and data
It’s easy to add an extra layer of security to your accounts and devices by turning on two-step verification — also
known as multi-factor, two-factor or two-step authentication. It takes just a few minutes to set up.

Why you need it
Passwords can be guessed or stolen. With two-factor authentication, even if an attacker gets your password, it
won’t be enough to sign into your account.

Paul Macpherson, Xero’s head of security, says he can’t recommend it highly enough. “Even if they compromise
your password, if you have two-step authentication enabled, it’s a really good roadblock to the bad guy getting into
your account.”

You can use two-factor authentication to add security to most online accounts. Many providers offer it as an option
within your settings. You can also set up two-step verification to access your devices — laptops, tablets,
smartphones, and even some game consoles.

Protecting business data (/risks-and-operations/it-risk-and-avoiding-scams/protecting-business-data/)

What is two-factor authentication?
Two-factor authentication adds a second layer of identity verification to strengthen your login protection.

Your password is step or factor one. Step two locks in extra security. Common examples include:

a code sent to your phone via SMS
a physical token or app on your phone that generates a code
a fingerprint scan or voice recognition.

Two-factor authentication (external link) (https://www.cert.govt.nz/individuals/guides/getting-started-with-cyber-
security/two-factor-authentication/) — CERT NZ

How to set it up

Different sites do two-factor authentication in different ways, but it usually only takes a minute or so to set up. You’ll
often find it in your account or security settings.

Once two-factor authentication is set up, you usually only have to authenticate yourself if you log into your account
on a new device.

Check if your system enables two-factor authentication (external link) (https://twofactorauth.org/) –
twofactorauth.org

Turn on 2FA (external link) (https://www.telesign.com/turnon2fa/tutorials/) — Turn it On

“Two-step authentication is a fantastic protection for preventing people getting access
to your accounts,” says Xero’s Paul Macpherson.

“If your email provider doesn’t offer two-step authentication, personally I’d be looking for another mail provider.”
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Webinar: Staying safe with email (/risks-and-operations/it-risk-and-avoiding-scams/avoiding-scams-and-
fraud/#e8270)

Case study

2FA is twice as good

People often share documents for work, so when Rupert received an email saying "click on the link to approve my
document", he didn't think twice. Even though Rupert’s pretty tech savvy, he couldn’t see anything out of the
ordinary – the link looked legitimate.

But his antivirus and firewall had other ideas. They were set off immediately, telling him someone was accessing
his email from halfway around the world. Thankfully a quick round of changing passwords and a virus scan mean
Rupert’s data was okay.

He reported the incident to CERT NZ who followed up and gave him some advice about turning on Two-Factor
Authentication (2FA) on his email. 2FA is now helping to keep Rupert’s account safe; when he logs in he needs
something he knows (a unique password) as well as something he has (his phone).

Report an incident (external link) (https://www.cert.govt.nz/individuals/report-an-issue/) – CERT NZ

Other quick ways to be cyber smart
CERT NZ and Connect Smart have teamed up for Cyber Smart Week, happening around New Zealand from 27
November to 1 December.

It’s all about doing one thing that can make a big difference to your cyber security.

Here are some other easy things you can do:

Change your passwords. If you haven’t changed your passwords in a while, or someone who knows them has
left your business, now’s the time to update them. Make sure your new passwords are long and strong, and unique
to each online account.

How to create a good password (external link) (https://www.cert.govt.nz/individuals/guides/getting-started-with-
cyber-security/how-to-create-a-good-password/) — CERT NZ

Check your privacy settings. Adjust your privacy settings so you know exactly who can see what you post on
social media.

Update your operating system. Keeping your operating system (OS) up to date is a really good way to defend
against bugs and viruses.

Get started with cyber security (external link) (https://www.cert.govt.nz/individuals/guides/getting-started-with-
cyber-security/) — CERT NZ

IT and social media policy (external link)
(https://wpb.business.govt.nz/workplacepolicybuilder/itAndSocialMedia/whyWeHaveThisPolicy1) — Workplace
Policy Builder

Test yourself: How cyber secure is your business?

This self-assessment takes about 5 minutes to complete. At the end you get an action plan based on your
answers.

How cyber secure is your business (external link) (https://www.connectsmart.govt.nz/cyber-smart-quiz/) – Connect
Smart

Rating form

How useful did you find this article?

Rate this

2/3

http://www.business.govt.nz/risks-and-operations/it-risk-and-avoiding-scams/avoiding-scams-and-fraud/#e8270
https://www.cert.govt.nz/individuals/report-an-issue/
https://www.cert.govt.nz/individuals/guides/getting-started-with-cyber-security/how-to-create-a-good-password/
https://www.cert.govt.nz/individuals/guides/getting-started-with-cyber-security/
https://wpb.business.govt.nz/workplacepolicybuilder/itAndSocialMedia/whyWeHaveThisPolicy1
https://www.connectsmart.govt.nz/cyber-smart-quiz/


 1 Star
 2 Star
 3 Star
 4 Star
 5 Star

Additional comments

Submit

Related content

More  More

(https://wpb.business.govt.nz/)

Use our DIY tool to create policies that best suit your staff and business.

(https://wpb.business.govt.nz/)
Get started
(https://wpb.business.govt.nz/)

Ways to protect your name, brand and ideas

(/getting-started/building-a-brand/choosing-a-business-name/#e-887)
(/getting-started/building-a-brand/choosing-a-business-name/#e-887)
Find out more
(/getting-started/building-a-brand/choosing-a-business-name/#e-887)

Common business milestones

(/getting-started/business-planning-tools-and-tips/common-business-milestones-and-how-we-can-help/)

Highs, lows and speed bumps — here are 20 milestones small businesses often face, plus tips and tools to help.

(/getting-started/business-planning-tools-and-tips/common-business-milestones-and-how-we-can-help/)
Check it out
(/getting-started/business-planning-tools-and-tips/common-business-milestones-and-how-we-can-help/)

Storing and backing up data

(/risks-and-operations/it-risk-and-avoiding-scams/storing-and-backing-up-data/)

There are many ways to store information and systems. Here are tips to choose the best storage options for you

(/risks-and-operations/it-risk-and-avoiding-scams/storing-and-backing-up-data/)
Read on
(/risks-and-operations/it-risk-and-avoiding-scams/storing-and-backing-up-data/)
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